
Operating Systems, 
Networks, and the IoT 
Sean Smith Jason Reeves 
COSC 69: Risks of the IoT to Society 
June 30, 2015 



Outline 
• What is an Operating System? 
• Attacking the OS 
• Defending the OS 
• A Little Philosophy 
• Networking Basics 
• Network Security Protocols 



Outline 
• What is an Operating System? 
• Attacking the OS 
• Defending the OS 
• A Little Philosophy 
• Networking Basics 
• Network Security Protocols 



What is an OS? 
•  "An operating system (sometimes abbreviated as "OS") 

is the program that…manages all the other programs in a 
computer." (http://whatis.techtarget.com/definition/operating-system-OS, emphasis added) 

• An OS has 3 primary roles: 



What is an OS? 
•  "An operating system (sometimes abbreviated as "OS") 

is the program that…manages all the other programs in a 
computer." (http://whatis.techtarget.com/definition/operating-system-OS, emphasis added) 

• An OS has 3 primary roles: 

•  Resource Allocator 



What is an OS? 
•  "An operating system (sometimes abbreviated as "OS") 

is the program that…manages all the other programs in a 
computer." (http://whatis.techtarget.com/definition/operating-system-OS, emphasis added) 

• An OS has 3 primary roles: 

•  Resource Allocator 

•  Program Scheduler 



What is an OS? 
•  "An operating system (sometimes abbreviated as "OS") 

is the program that…manages all the other programs in a 
computer." (http://whatis.techtarget.com/definition/operating-system-OS, emphasis added) 

• An OS has 3 primary roles: 

•  Resource Allocator 

•  Program Scheduler 

•  Program Mediator 
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Computer Hardware 

What is an OS? 
• Basic OS Elements 

•  User Interface 

CPU Physical 
Memory 

User 
Address Bus 

Control Bus 

Data Bus 

PC 

I want to run 
Firefox! 

Read address of firefox.exe,
Create new process,
Allocate physical memory,
Read firefox.exe into memory,
Locate shared libraries,
Read libraries into memory,
Etc.
…
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Computer Hardware 

What is an OS? 
• Basic OS Elements 

•  User Interface 

CPU Physical 
Memory 

User 
Address Bus 

Control Bus 

Data Bus 

PC 

I want to run 
Firefox! 

Just click me! 
I'll do the rest. 
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Computer Hardware 

What is an OS? 
• Basic OS Elements 

•  User Interface 
•  Memory Management Unit 
•  Kernel API 

CPU Physical 
Memory 

User 
Address Bus 

Control Bus 

Data Bus 

PC 

I need to 
allocate a 

buffer! 

Check out 
our system 
call table! 

Function* Address 
Sys_read 0xaaaaaaaa 

Sys_write 0xbbbbbbbb 

… 

mmap 0xfeeddad 
…. 

*System Calls From http://blog.rchapman.org/post/36801038863/linux-system-call-table-for-x86-64 
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Computer Hardware 

What is an OS? 
• Basic OS Elements 

•  User Interface 
•  Memory Management Unit 
•  Kernel API 
•  "Policy Engine" 

CPU Physical 
Memory 

User 
Address Bus 

Control Bus 

Data Bus 

PC 

I want to read 
the password 

file! 

Uh, should we 
allow this? 
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What is an OS? 
• What does an OS 
"Policy Engine" mean? 
• Privilege Levels 

•  Ring 0 vs. Ring 3 

•  File Access Controls 
•  Access Control Lists 
•  Capabilities 
•  Unix Permissons 

•  Formal Policy Engines 
(ex. SELinux) 
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•  File System 
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I want to 
store some 

data! 

Save it as a 
file! 



Computer Hardware 

What is an OS? 
• Other Useful Tools 

•  File System 
•  Reference Monitor 

•  What should a reference monitor look for? 

CPU Physical 
Memory 

User 
Address Bus 

Control Bus 

Data Bus 

PC 

Is my system 
doing only 

what I want? 
Let's 

investigate! 



What is an OS? 
•  Important Questions: 

•  What happens when a user needs to perform an admin-level task? 
•  Temporary Solution: sudo 
•  Permanent Solution: "System High" 

•  What happens when processes need to communicate? 
•  IPC primitives: Pipes, message-passing, etc. 

•  What do we do about side channels? 
•  Ex. Memory re-use 

•  "It's hard to get all this right." —Sean Smith  



What is an OS? 
• Consider the following devices: 

• How do their operating systems differ? 
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Attacking the OS 
• Why attack an OS? 

• May contain valuable 
information itself 

• Can be used as a 
launchpad for attacks on 
other machines 

• Can be used to disguise 
true origin of an attack 
•  Hacked by the Catholic 

Church? 
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Attacking the OS 
• How to 0wn an Operating System 

1.  Find a vulnerability in the OS you are targeting. 
2.  Find (or build) an exploit that targets that vulnerability. 

Virus 

Worm 

Trojan Horse 

Logic Bomb 



Attacking the OS 
• Viruses 

•  Insert themselves into a 
piece of legitimate code 

• Alter the behavior of 
their host, generally to 
do something nasty 

• Examples 
•  ILOVEYOU 
• Agent.btz 

*Virus Info from http://www.smithsonianmag.com/science-nature/top-ten-most-destructive-computer-viruses-159542266/?all&no-ist 



Attacking the OS 
• Worms 

• Self-propagating 
program that does not 
require another program 
to spread 

• Examples 
• Morris Worm 
• Sasser Worm 



Attacking the OS 
• Trojan Horses 

• Software that has a 
legitimate use… 

• …But also has some 
"extra" functionality that 
isn't revealed to the user 

• Examples 
•  Thompson's compiler 



Attacking the OS 
• Logic Bombs 

• Code that does 
something nasty when a 
trigger condition is met 
•  Specific Time 
•  Specific Action 

• Examples 
• UBS PaineWebber 
• Conficker? 

*UBS PaineWebber info from http://www.sans.edu/research/security-laboratory/article/log-bmb-trp-door 
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3.  Deliver the exploit to the target. 

Social Engineering 

RPC Attack 
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Attacking the OS 
• How to 0wn an Operating System 

1.  Find a vulnerability in the OS you are targeting. 
2.  Find (or build) an exploit that targets that vulnerability. 
3.  Deliver the exploit to the target. 
4.  Escalate privileges as needed. 
5.  Profit! 
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Attacking the OS 
• So you've rooted a 
device…what's next? 
• Exfiltrate Data 
• Explore Network 
•  Install Spyware 
• Build a Botnet 
•  Install a Rootkit 

Check out 
our system 
call table! 

Function* Address 
Sys_read 0xaaaaaaaa 

Sys_write 0xbbbbbbbb 

… 

mmap 0xfeeddad 
…. 



Attacking the OS 
• So you've rooted a 
device…what's next? 
• Exfiltrate Data 
• Explore Network 
•  Install Spyware 
• Build a Botnet 
•  Install a Rootkit 

Function* Address 
Sys_read 0xcccccccc 

Sys_write 0xdddddddd 

… 

mmap 0xdeadbeef 
…. 

Why yes, I 
think I will… 



Attacking the OS 
• So you've rooted a 
device…what's next? 
• Exfiltrate Data 
• Explore Network 
•  Install Spyware 
• Build a Botnet 
•  Install a Rootkit 

Which of these might 
be interesting from an 
IoT perspective? 
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Defending the OS 
• How do we defend IoT devices? 

•  We've been defending "normal" systems for attackers for years…
are there lessons learned that we can apply? 



Defending the OS 
• Patching 

• Updating the OS to fix 
vulnerabilities 

•  IoT Concerns 
• How will patches be 

deployed? 
• How much downtime will 

be required? 
• How will users know if a 

device is patched? 



Defending the OS 
• Antivirus Software 

• Programs that monitor 
your system for malware 

•  IoT Concerns 
• Can an IoT device 

support an AV system? 
• Will AV vendors support 

their products on IoT? 



Defending the OS 
• Virtualization 

• Using a hypervisor to 
isolate and mediate 
vulnerable OSes 

•  IoT Concerns 
• Do IoT devices have the 

resources to support a 
hypervisor? 

• Does a hypervisor really 
make things safer? 



Defending the OS 
•  Intrusion Detection 
Systems (IDS) 
• Programs that monitor 

your systems for bad 
behavior 

•  IoT Concerns 
• How do devices manage 

IDS alerts? 
• How do consumers 

respond to alerts? 



Defending the OS 
• LangSec 

•  Treat inputs as a formal 
language, and verify 
them! 

•  IoT Concerns 
• What exactly are the 

inputs to these devices? 
• How ambiguous are the 

protocols that these 
devices use? 



Defending the OS 
• Training 

•  Teach users proper 
computer hygiene! 

•  IoT Concerns 
• How do we account for 

the different ways we 
interact with the IoT? 

• What about 'set and 
forget' IoT devices? 
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A Little Philosophy 
• Scenario 1: Suppose you are the CTO of a large 

manufacturer of IoT devices. 
•  Your development team comes to you one day with a question: 

"What operating system should our device use?" 
•  Your choices: 

• Which would you choose? Why? 



A Little Philosophy 
• Scenario 2: One of your co-workers lobbies for you to 

choose Linux because "open-source software is more 
secure." 

• Do you agree with your co-worker? Why or why not? 
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Networking Basics 
•  In the beginning… 

I want to send you 
some data. How 

do I do this? 

Just send 
it to my 

address! 
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Networking Basics 
• Generally, networked computers have three important 

addresses: 
•  MAC Address ("00:0a:74:2b:45:88") 

•  Address associated with the  
   computer's network card 
•  "Unique" to each machine 

•  IP Address ("129.170.212.34") 
•  Assigned to a computer by the 
   network 

•  Static vs. Dynamic 
•  IPv4 vs. IPv6 

•  Hostname ("lolcat.dartmouth.edu") 
•  Human-readable name 
•  Hierarchical setup 
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Networking Basics 
• Domain Name System (DNS) 

•  Translates from Hostname to IP 
I want to go to 

lolcat.cs.dartmouth.edu 
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Networking Basics 
• Domain Name System (DNS) 

•  Translates from Hostname to IP 
.edu Nameserver 

dartmouth.edu 
Nameserver 

cs.dartmouth.edu 
Nameserver 

lolcat.dartmouth.edu 
is at 129.170.212.34 
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• Address Resolution Protocol (ARP) 

•  Translates from IP to MAC 

lolcat.cs. 
dartmouth. 

edu 

trustlab.cs. 
dartmouth. 

edu 

sergey.cs. 
dartmouth.

edu 

sean.cs. 
dartmouth. 

edu 

Network Gateway 
From Internet 

I've got a message here for 
129.170.212.34! Who has that IP? 



Networking Basics 
• Address Resolution Protocol (ARP) 

•  Translates from IP to MAC 

lolcat.cs. 
dartmouth. 

edu 

trustlab.cs. 
dartmouth. 

edu 

sergey.cs. 
dartmouth.

edu 

sean.cs. 
dartmouth. 

edu 

Network Gateway 
From Internet 

129.170.212.34 is assigned 
to 00:0a:74:2b:45:88 
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• Application Layer 
• Protocols used for app-

to-app communication 
•  HTTP 
•  FTP 
•  SSH 

Data To Send 

Application Layer 
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• The Network Stack: How To Send The Bits 

• Transport Layer 
•  Facilitates end-to-end 

communication between 
applications 
•  TCP 
•  UDP 

Data To Send 

Application Layer 

Transport Layer 
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•  IP Layer 
• Deals with routing data 

packets from A to B 
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Application Layer 

Transport Layer 

IP Layer 



Networking Basics 
• The Network Stack: How To Send The Bits 

• Link Layer 
•  Transports data frames 

across smaller networks, 
such as LANs 
•  Ethernet 
•  Wifi 

Data To Send 

Application Layer 

Transport Layer 

IP Layer 

Link Layer 
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• The Network Stack: How To Send The Bits 

• Physical Layer 
•  "Bits on the Wire" – 

actual physical medium 
used to transport data 
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• The Network Stack: How To Send The Bits 

Data To Send 

Application Layer 

Transport Layer 

IP Layer 

Link Layer 

Physical Layer 

Data Received! 

Application Layer 

Transport Layer 

IP Layer 

Link Layer 

Physical Layer 
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•  A: Ports! 

I'm going to bind 
my web server to 

port 80! 
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Networking Basics 
• Other Important Questions 

•  Q: How is traffic directed to the right program on a server? 
•  A: Ports! 

lolcat.cs.dartmouth.edu:79 

I pity the fool who 
sends web traffic 

on port 79! 
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•  Q: How are routing decisions made by the IP layer? 
•  A: The Border Gateway Protocol (BGP)! 

DA 
INTERWEBZ 
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•  Q: How are routing decisions made by the IP layer? 
•  A: The Border Gateway Protocol (BGP)! 

Org 2 

Org 3 

Org 4 

Org 5 

Org 1 

I own lolcat. 
cs.dartmouth.edu! 
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• Other Important Questions 

•  Q: How are routing decisions made by the IP layer? 
•  A: The Border Gateway Protocol (BGP)! 

Org 2 

Org 3 

Org 4 

Org 5 

Org 1 

I reach lolcat. 
cs.dartmouth.edu 

through Org 2, 
then Org 4. 
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Network Security Protocols 

ZOMG I LUV 
EASTON 

CORBIN! I MUST 
HAS DIS ALBUM! 



Network Security Protocols 

Sorry Jason, you 
have to teach my 

class today. 
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Network Security Protocols 

"I can has album?" 



Network Security Protocols 

Gosh, I wonder 
what fun I could 
have with this… 
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Hey, I can't read 
this! 
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Network Security Protocols 

.com Nameserver 

Amazon.com? 
It's at 

5.6.7.8 



Network Security Protocols 

.com Nameserver 

I'm at 
1.2.3.4 

DNSSEC 

Seems legit. 



Network Security Protocols 

.com Nameserver 

Actually, 
Amazon's at 

5.6.7.8 

Get outta here! 
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Networking Security Protocols 
• Network Security and the IoT 

•  The projection is that the number of IoT devices will exceed 1 
billion. Can our current security protocols operate at that scale? 
•  Hint: Some of them don't operate at the current scale… 

•  IoT devices will generally have limited resources. How might we get 
them to support secure protocols without hindering their primary 
tasks? 
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